
Prevent
move up the stack

(IaaS  PaaS   SaaS)

Time
max lifespan tied to 

procurement planning

Vendor
security in contracts, 

SLAs, EOL commitments

Without this plan 
Legacy sits quietly until an attacker, auditor, or outage forces the conversation on someone else’s terms.

With this plan 
A documented decision on every system, and a shift from reactive firefighting to proactive governance — no bigger budget required

Automate
containerise, rebuild and 
redeploy on a cadence

Scope 
replace vs. retain, 

strict version discipline

Process 
clear handover, 

redundancy built in

Take an honest inventory 
what’s old, what it does, why it’s still there

Govern, continuously 
six dimensions, tracked as SMART actions
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Decide, per system

Compensate
controls around, not inside, the system

Change 
zero-trust redesign, 
MFA at the firewall

Data 
classify, encrypt, 

test before rollout

Accept
deliberate, assessed, documented

Three steps to gain control of legacy system risk 
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